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Windows Kernel Driver Exploitability Research 
 
 

Case Study Overview 

This case study summarizes a Windows kernel driver exploitability research engagement, this 
was part of a bigger full kernel code execution (KCE) chain development task. For this specific 
driver, the core question was simple: given a reachable driver bug with an out-of-bounds write 
into kernel pool memory, could that bug be shaped into a practical path toward kernel-mode 
code execution? 

The goal was to understand the vulnerable driver path, characterize the primitives gained from 
the bug, test how practical those primitives were, and map the remaining engineering work 
needed to move from “bug exists” to a usable kernel exploitation path. 

The research confirmed a meaningful kernel exploitation surface. The vulnerable IOCTL path 
was identified, the out-of-bounds kernel pool write was analyzed, and the available primitives 
were characterized. A major part of the work focused on turning this bug from an initially 
unreliable kernel read primitive into something repeatable enough to support further exploit 
development. This required debugging why requests failed, identifying the blocker in the driver’s 
execution path, and adjusting the input strategy so the driver would complete the relevant code 
path more reliably. 

The research also explored a possible path toward controlled kernel execution through pool 
layout manipulation and target structure corruption. The work validated that pool adjacency 
could be influenced in the tested environment and that a candidate kernel structure contained a 
control-flow-relevant field worth targeting. At the same time, the research did not overclaim 
completion: the final controlled-execution trigger was not completed during this phase. 

The main remaining blocker was synchronization. The target allocation was short-lived, which 
made it difficult to both verify the expected memory layout and safely perform the final corruption 
before the allocation was released, reused, or caused instability. In other words, the project 
moved past the “is there a real bug?” stage and into the harder exploit-engineering stage: 
reliability, timing, safe corruption, and crash-free execution. 

The outcome of this research phase was a clear exploitability assessment: the driver exposed a 
serious kernel attack surface, useful primitives were validated, a plausible route toward 
kernel-mode code execution was mapped, and the remaining work was narrowed down to 
specific engineering blockers rather than open-ended discovery. A full KCE chain was later 
developed through a separate vulnerability chain, which is outside the scope of this public case 
study.  
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This public version is a sanitized portfolio case study derived from private client-approved 
research. Client identifiers, target-specific details, memory addresses, offsets, ROP material, 
and exploit-operational steps have been removed, generalized, or redacted. The goal of this 
document is to show the research process, technical reasoning, and deliverable quality without 
exposing sensitive materials or identifiers. 

Research Objective and Final Answer  

The research objective was to answer one main question: given the out-of-bounds kernel pool 
write exposed by the driver, could this bug realistically be developed into a path toward 
kernel-mode code execution? 
 
The goal was to understand what the bug actually gives us in practice. More specifically, the 
research focused on identifying the vulnerable driver path, understanding the primitive gained 
from the bug, testing whether the primitive could be made reliable, and mapping what would still 
be required to turn the vulnerability into a stable kernel exploitation path. 
 
From the work, the answer turned out to be a yes. 
 
The research confirmed that the driver exposed a meaningful kernel attack surface. The 
vulnerable IOCTL path was reachable, the out-of-bounds kernel pool write was identified, and 
the bug could be reasoned about as more than a simple crash condition. From there, the 
research showed that the driver’s copy behavior could also be shaped into a kernel read 
primitive. This was important because the kernel read primitive gave us a way to inspect kernel 
memory and verify whether our expected pool layout was actually present before attempting 
corruption. 
 
The first version of the kernel read primitive was not reliable enough. Through testing, most 
requests failed, and a simple retry loop was not enough to solve the issue. The useful part was 
identifying why the request was failing. After debugging the driver path, the blocker was 
narrowed down to object-handling behavior inside the execution flow. Once that was 
understood, the input strategy was adjusted so that the driver would complete the relevant path 
much more consistently. This moved the primitive from working inconsistently (<2% of the time, 
required reboot to retry) to something that was consistent (~100% of the time). 
 
The research also identified a plausible path toward controlled kernel execution. The approach 
was to influence pool layout, place a controlled allocation near a useful kernel structure, and 
target a control-flow-relevant field inside that structure. This path was not just theoretical: pool 
adjacency was observed in the tested environment, and a candidate structure with a useful 
execution field was identified and manually validated. 
 
However, the final controlled-execution trigger was not completed during this phase. The main 
blocker was not the original vulnerability itself. The blocker was reliability around a short-lived 
allocation. In order to safely move toward kernel code execution, the exploit path needed to 
verify the nearby structure, preserve important fields (alongside windows 11 pool structure 
protection), apply the corruption, and then trigger execution without causing a bugcheck. The 
problem was that the allocation being used for this layout was volatile, which made 
synchronization the next real engineering hurdle. 
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The vulnerability is real, the kernel attack surface is meaningful, useful primitives were validated, 
and a plausible kernel-mode code execution path was mapped. However, full reliable KCE was 
not completed in this research phase. The remaining work was later done and required another 
vulnerability chain for a reliable KCE exploit. 
 
Scope & Assumptions 
 
The scope of this research was focused on exploitability assessment and exploit-path 
development for the Windows kernel driver vulnerability. 
 
In-Scope: 
 

1.​ vulnerable driver analysis (Root-Cause Analysis) 

2.​ IOCTL (func: IRP_MJ_DEVICE_CONTROL) review 

3.​ Out-of-bounds (OOB) kernel pool write vulnerability analysis 

4.​ Kernel read primitive development 

5.​ Reliability Testing & Development process 

6.​ pool grooming and layout analysis 

7.​ candidate target structure selection & verification 

8.​ Path forward and future work recommendation 

 
 
Out of Scope: 
 
This research was not a general infrastructure audit, not a full product security assessment, and 
not a broad review of the client’s security posture. 
 
The following areas were outside the scope of this phase: 
 

1.​ production deployment 

2.​ stealth or EDR bypass 

3.​ persistence 

4.​ post-exploitation payload development 

5.​ cross-version reliability testing 

 
Full reliable kernel-mode code execution was also not completed during this phase. The work 
reached the point where useful primitives were validated and a plausible path toward controlled 
execution was mapped, but the final trigger still required additional exploit engineering. 
 
Assumptions: 
 
The research was conducted in a controlled lab environment where the driver could be loaded, 
tested, debugged, and crashed without affecting production systems. 
 
The analysis also assumes that the attacker or operator has a way to interact with the 
vulnerable driver interface.  
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The findings are based on the tested environment and build. Kernel exploitability is heavily 
dependent on version, configuration and ROP gadget offsets. Therefore, results from one 
environment should not be treated as automatically universal across every Windows build or 
deployment configuration. 
 
Limitations: 

The main limitation of this phase was that full reliable kernel-mode code execution was not 
completed through the OOB bug alone. The research validated the vulnerable path, 
characterized the out-of-bounds kernel pool write, improved the kernel read primitive, and 
mapped a plausible route toward controlled execution. However, the final trigger still required 
additional engineering work around synchronization, target structure preservation, and 
crash-free execution. 

The exploitability results were also dependent on the tested environment. Kernel pool behavior 
can vary based on Windows version, system activity, allocation timing, mitigation state, and 
target configuration. 

Additional limitation in the context of BYOVD-type attacks is the requirement of High Integrity 
and the process being extremely noisy against security tools. 

 
Intended Audience: 
 
Originally, this document was meant to be read by the engineering team to verify the accuracy 
of the exploit, to assess the practicality for operational usage and to ensure the integration in the 
platform.  
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TECHNICAL DETAILS - Driver 
 
The Vulnerability Explained 
 

The vulnerable driver exposes an IOCTL-accessible code path that results in an out-of-bounds 
write into non-paged kernel pool memory. The write destination is derived from a fixed offset 
inside the driver-managed buffer, while the source pointer and copy size are influenced by 
attacker-controlled input. This creates a kernel pool corruption primitive that could potentially be 
developed into kernel-mode code execution. 

The relevant logic is present inside the IRP_MJ_DEVICE_CONTROL dispatch path. The 
decompiled view of the function is shown below: 

 

 
Figure 1 – Showcasing the IRP_MJ_DEVICE_CONTROL Function of the vulnerable driver 

 

The driver exposes a limited IOCTL interface, with the relevant request being routed into the 
returns_string_by_handle function. The underlying vulnerability is present inside this 
function, after the driver resolves the caller-supplied input into an internal buffer used by the rest 
of the operation. 
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From there, the driver begins using data derived from the request buffer as part of its copy logic. 
This is the point where the vulnerable behavior becomes reachable. 

 

 
Figure 2  – Showcasing the system and usermode buffer and its relation with the IRP (I/O Request Packet) 

 
The driver uses the normal IRP buffer (as shown as system_buffer) and uses an address 
present there to store another buffer (as shown as usermode_buffer). Since we can control the 
IRP + 0x18 pointer, we can control the entire content of the usermode_buffer. 
 

 
Figure 3  – Showcasing the usermode_buffer buffer validation check 

 
The next part of the code conducts some checks to ensure the usermode_buffer follows a 
certain pattern; however, since we control the entire usermode_buffer, we can easily forge the 
buffer such that it passes these checks.  
 
It uses “optimal_memset” to clear out a section of the system_buffer. 
 
The vulnerability arises here: 

 
Figure 4  – Showcasing the vulnerable memcpy. 

 
This system_buffer + 0x41 offset is the destination which lies at the Non-Paged Kernel Pool, 
both the source and the size are taken from the usermode_buffer i.e. the buffer we have full 
control over. 
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TECHNICAL DETAILS - Exploit Development 
 
Available primitives and goals 
 
As mentioned earlier, the vulnerable driver allows for an OOB Write in the kernel non-paged 
pool, additionally, the driver memcpy can be leveraged for an arbitrary kernel read primitive. The 
goal is to cause a CPU execution (i.e. control the RIP) with ring 0 privilege (i.e. CPL 0).  
 
 
Strategy for KCE 
 
At a high abstraction layer, the strategy is to somehow overwrite a critical function pointer of a 
nearby structure such that we can control where the execution will flow towards next. To achieve 
that – we will focus on conducting “pool grooming” to reliably put our vulnerable buffer before 
the carefully placed buffer to overwrite.  
 
 
Reliable Kernel Read  
 

Since the output of the memcpy eventually lands back in the driver’s system_buffer, and the 
source pointer is influenced by our controlled input, the bug can be shaped into a kernel read 
primitive. In practice, this means that if we can control the source pointer used by the copy, we 
can point it at kernel memory we want to inspect and have the copied data returned through the 
user-visible output buffer. 

The first version of this primitive was not reliable enough to be useful for exploit development. 
During testing, the read succeeded in less than 2% of boots, and most attempts failed with 
DeviceIoControl returning an error. This also meant that a normal retry loop was not 
enough; the failure was not random noise that could be brute-forced away, but a blocker inside 
the driver’s execution path. 

The next step was therefore to debug why the request was failing before the vulnerable path 
could complete. By tracing the driver flow and observing where execution stopped, we were 
able to narrow the issue down to the object-handling behavior that occurred before the copy 
completed. This became the first real exploitability hurdle: not proving that the primitive existed, 
but making the driver complete the relevant path consistently enough for the primitive to 
become useful. 

 

 
Figure 5  – Showcasing ObQueryNameString Call. 
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During debugging, we identified that the driver was calling ObQueryNameString on a value 
derived from usermode_buffer + 4. This mattered because that field was user-influenced, 
but the driver still expected it to behave like a valid kernel object path. The same buffer also had 
to satisfy the earlier validation requirement where the first DWORD was expected to contain 3. 

In WinDbg, we confirmed that execution reached the vulnerable memcpy path, but once the flow 
entered ObQueryNameString, it failed to return cleanly back into the driver’s code. This made 
the failure mode much clearer: the primitive itself was reachable, but the request was being 
killed by object-handling behavior before the driver could complete the IOCTL path reliably. 

In other words, the main issue was not that the read primitive was impossible. The issue was 
that our input caused ObQueryNameString to operate on something it could not treat as a 
valid object. That API call became the reliability blocker that had to be solved before the kernel 
read primitive could become repeatable. 

 

 
Figure 6  – winDBG assembly instruction 

 
From the debugger output, we could see ObQueryNameString trying to interpret the supplied 
value as a valid object and read the related structure/header information from it. The failure 
made sense: we were passing a controlled value, but not something that the API could safely 
treat as a valid object. As a result, the driver would fail at this point instead of returning cleanly 
back into its own code path. 
 
The strategy was therefore to stop fighting this API call and instead satisfy it. Rather than 
passing an invalid or partially controlled value, we needed to provide something that 
ObQueryNameString would accept as a valid object, while still satisfying the driver’s earlier 
validation requirement where the relevant field needed to contain 3. 
 

 
Figure 7  – Usermode buffer offset value requirement 

 
To solve this, we used a semaphore object created through CreateSemaphoreW, with the initial 
count set to 3. This gave us a valid object that the kernel API could handle properly, while also 
matching the value pattern expected by the driver’s validation logic. Once this was in place, 
ObQueryNameString could return normally, allowing the driver to complete the IOCTL path 
instead of failing mid-execution. 
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This also changed the reliability profile of the primitive. If a specific semaphore instance did not 
produce the expected layout or value ordering, we could simply create another one and retry 
without rebooting the system. With this valid-object strategy and fail-safe retry loop in place, the 
kernel read primitive became effectively repeatable in the tested environment, moving from a 
less-than-2% per-boot success rate to approximately ~100% reliability. 
 

 
Figure 8  – Showcasing Successful and reliable kernel read. 

 
 
Choosing the structure  
 
The choice of target structure was important because it would heavily influence the difficulty, 
reliability, and overall exploitability of the path moving forward. The ideal structure needed to be 
groomable, reasonably predictable in the kernel pool, and contain a field that could be abused 
for controlled execution if corrupted safely. 
 
One possible candidate was the _DATA_QUEUE structure, which is commonly discussed in 
Windows kernel pool exploitation material because its allocation size can be influenced, making 
it attractive for grooming. However, on modern Windows 11 builds, this approach becomes more 
complicated because fake _DATA_QUEUE_ENTRY structures are subject to integrity checks. 
From my current understanding, this still looked like a viable strategy, but it also introduced 
additional validation hurdles that would need to be handled correctly. 
 
Through further analysis in WinDbg, including pool inspection with !poolfind, we identified 
another promising target: the IRP structure. In the tested allocation pattern, the generated IRP 
was approximately 0x500 bytes in size including pool metadata, which made it relevant to the 
pool layout we were trying to shape. More importantly, the structure contained a CancelRoutine 
function pointer, giving us a control-flow-relevant field worth investigating. 
 
To validate that this field was actually useful and not just interesting on paper, we manually 
modified the CancelRoutine pointer in the debugger and then triggered the associated 
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cleanup/cancellation path by killing the related process. This confirmed that execution could be 
redirected through that pointer under the right conditions. 
 
After that, we tested whether these structures could be placed near the vulnerable allocation. By 
spraying IRP-like structures and then triggering the vulnerable DeviceIoControl path, we 
observed adjacency between the relevant allocations in the tested environment. This confirmed 
that pool grooming against this target was practical enough to continue exploring, and made the 
IRP structure a stronger candidate for the remaining exploitability work. 

​

 
Figure 9  – Showcasing IRP structure and emphasis on CancelRoutine Func PTR. 

 
 
Conducting the pool grooming 
 
Since the target structure was the IRP, the minimum useful layout was [SystemBuffer][IRP], 
where the SystemBuffer allocation is created by the vulnerable driver during the IOCTL request. 
However, for the exploitation path we were exploring, the better layout was 
[IRP][SystemBuffer][IRP]. This gave us more room to verify the surrounding pool layout before 
attempting corruption, instead of blindly assuming that the next allocation was the target we 
wanted. 
 
This verification step mattered because the goal was not just to cause a crash. The goal was to 
move toward a KCE path that could work under modern Windows constraints, where safe 
corruption and structure preservation are just as important as adjacency. Because of that, the 
grooming did not need to be perfect on every single attempt. It needed to produce the desired 
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layout often enough that we could detect the correct case, verify it with the kernel read primitive, 
and only then proceed. 
 
The grooming strategy started by filling relevant kernel pool regions with named-pipe 
allocations, specifically NpFr-like structures. The purpose of this step was to occupy existing 
chunks in the target size range so that the next driver-controlled allocation had a better chance 
of landing in a useful region instead of being placed in already-noisy pool areas. 
 
After that, we sprayed a large “wall” of IRP allocations. In the tested environment, these IRPs 
were generated through the CreateEvent path and were approximately 0x500 bytes in size with 
pool metadata included. The idea was to create a dense region of candidate target structures in 
memory. 
 
The next step was to selectively free some of those IRPs to create holes inside the wall. When 
the vulnerable IOCTL was then triggered, the driver’s SystemBuffer allocation had a higher 
chance of landing inside one of those holes, producing adjacency between the controlled 
allocation and the IRP structures around it. 
 
At a high level, the intended result was to move from a noisy kernel pool state into a layout 
where the vulnerable allocation was positioned between useful target structures. Once that 
layout appeared, the kernel read primitive could be used as a verification step before attempting 
any corruption. 
 

 
Figure 10  – Showcasing adjacent IRP-IoSB  structure. 

 
To improve the odds of landing the driver-controlled SystemBuffer allocation into one of the 
prepared holes, we also used threaded triggering around the grooming stage. The idea was to 
fire the IOCTL requests shortly after the hole-generation step, once the pool layout had 
stabilized enough, but before the freed regions could be reused by unrelated kernel activity. This 
helped reduce the chance of a different allocation hijacking the hole before our target allocation 
could land there. 
 
Another possible layout strategy was a sandwich-style grooming sequence. At a high level, this 
meant first creating a dense wall of IRPs, then freeing selected allocations to create holes, 
placing the driver-controlled SystemBuffer allocation into one of those holes, and finally placing 
another IRP after it. 
 
The rough intended transition looked like this: 
 
[IRP][IRP][IRP] → [IRP][Free][Free] → [IRP][SystemBuffer][Free] → [IRP][SystemBuffer][IRP] 
 
This layout was useful because it gave us the desired vulnerable allocation in the middle, with 
candidate IRP structures around it. From there, the kernel read primitive could be used to verify 
that the surrounding structures were actually the expected ones before attempting any 
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out-of-bounds corruption. The goal was not blind pool corruption, but verified corruption against 
a layout that was known to be useful in the tested environment. 
 
 
Verifying the structural integrity 
 
The next crucial step was verification. At this point, we could not blindly assume that the 
grooming had worked, but to confirm that the vulnerable allocation had actually landed next to 
the intended target structure in kernel pool memory. 
 
Since we had already developed a reliable kernel read primitive, we could use it as a 
layout-verification tool before attempting corruption. Instead of immediately writing 
out-of-bounds and risking a bugcheck, we could inspect the surrounding allocations and check 
whether the expected IRP structures were present. 
 
The useful part here was that the current thread’s ETHREAD structure maintains an IrpList, 
which gives us a way to walk through the IRPs associated with that thread. By using the kernel 
read primitive to traverse this list, we could identify the IRPs we had generated and then inspect 
nearby pool memory to see what structures were adjacent to them. This turned the exploitation 
path from a blind corruption attempt into a verified layout-dependent strategy. 
 

 
Figure 11  – Showcasing adjacent IrpList offset in nt!_ETHREAD. 

 
The IrpList points into the Tail.Overlay.ListEntry field of each individual IRP. That list entry 
contains the usual Flink and Blink pointers, which can be used to move across the IRPs 
associated with the current thread. 
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With the kernel read primitive in place, we could use this linked-list relationship to walk through 
the IRPs we had generated during grooming. Since the IRP allocation size was known from pool 
metadata in the tested environment, we could calculate where the neighboring allocation should 
begin and then read the adjacent pool tag to verify what structure was placed next to it. 
 
This is also why the [IRP][SystemBuffer][IRP] layout was more useful than a simpler one-sided 
adjacency pattern. If the vulnerable SystemBuffer allocation was positioned between two IRPs, 
we had a safer and more reliable way to verify the surrounding layout before corruption. 
Reading forward from a known IRP into the next allocation was preferable to blindly reading 
behind an IRP, which could risk touching unmapped or unstable memory and causing a 
bugcheck. 
 

 
Figure 12  – Showcasing script detecting [IRP][Free] adjacent structures. 

 
The next major hurdle was synchronization. The driver-controlled SystemBuffer allocation was 
short-lived, which meant we could not simply trigger DeviceIoControl, expect the allocation to 
appear in the desired pool location, and then take unlimited time to walk the IRP list and verify 
the neighboring structure. 
 
This mattered because the exploitation path depended on safe, verified corruption rather than 
blind overwriting. Before using the out-of-bounds write, we needed to confirm that the adjacent 
allocation was actually the expected IRP-like structure, verify its pool metadata, and preserve 
the original fields required for stability, including the values needed to avoid immediate 
corruption-related bugchecks. 
 
At the time of this research phase, this synchronization problem was the main remaining 
engineering blocker. The ideal solution would be to delay or pause the driver-controlled 
allocation long enough to inspect the pool layout, preserve the required target fields, update the 
controlled input, and then let the vulnerable path continue. Another possible direction was to 
slow the relevant path enough to create a usable race window where verification and corruption 
could happen safely. 
 
In other words, the remaining challenge was no longer initial vulnerability discovery or primitive 
development. The vulnerable path, kernel read primitive, target structure, and grooming strategy 
had already been validated. The hard part was making the final corruption step safe and 
repeatable against a volatile allocation lifetime. 
 
This issue was later overcome during follow-up exploit engineering, but the specific 
synchronization solution is outside the scope of this public case study. 
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Figure 13  – 0x50 PageFault error illustration 

 
One possible direction was to slow the vulnerable path down enough to create a usable race 
window. In that model, the exploit could verify the neighboring IRP structures, confirm the 
expected pool layout, and then use a TOCTOU-style update or another controlled timing 
technique to modify the input before the final vulnerable copy occurred. The goal was not simply 
to win a race, but to win it safely enough to avoid corrupting the wrong structure and causing a 
bugcheck. 
 
As a hypothesis, we also tested whether the source memory could be backed by a disk-based 
.bin mapping and then evicted to force a page fault during the driver’s read path. This part 
worked: the access produced the expected page-fault behavior. The next idea was to combine 
this with an oplock so that the driver would be forced to wait on user-mode interaction before the 
read completed. 
 
In practice, that specific oplock approach did not give us the pause we wanted. The oplock was 
effectively ignored in this path, and the operation still completed successfully, with the return 
state indicating that the read itself had succeeded. This made the experiment useful, even 
though it did not solve the synchronization problem: it showed that the memory-access behavior 
could be influenced, but that this particular method was not enough to create a controllable 
delay window. 
 
 
Remaining Exploitability Work 

At this stage, the required pool layout had been observed in the tested environment: a 
vulnerable allocation positioned between two IRP-like structures. This layout made the next 
exploitation step clearer: use the out-of-bounds write to modify the adjacent target structure 
while preserving enough of its original state to avoid immediate system instability. 
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Figure 14  – Showcasing manual CancelRoutine ptr change trigger (kernel control flow hijacking) 

The intended objective was to modify only the control-flow-relevant field while keeping the rest 
of the structure intact. In this case, the target field was the routine pointer that could be reached 
through a normal cleanup or cancellation path. If performed safely, this would provide a path 
toward controlled execution in kernel context. 

The remaining work was focused on reliability and safe triggering rather than initial vulnerability 
discovery. The key engineering tasks were: 

●​ delay or synchronize the vulnerable driver path long enough to inspect the target layout 
●​ identify and verify the desired adjacent structure before corruption 
●​ preserve the original target structure fields required for stability 
●​ apply the minimal required modification through the out-of-bounds write 
●​ trigger the relevant execution path in a controlled way 
●​ return or recover cleanly without causing a bugcheck 
●​ repeat the process across multiple runs to measure reliability 
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